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Intruder Detection Audit Process

IDA Corrective Action Requirements

The Intruder Detection Audit (IDA) process is designed to evaluate the safety and security of campuses based on a set of
physical and procedural criteria, developed in coordination with the Texas School Safety Center (TxSSC) as required by
TEC, §37.1084.

The Texas Education Agency (TEA) contracts with Regional Educational Service Centers (ESCs) to conduct campus IDAs.

The ESC inspectors utilize a rubric that is divided into three sections, or Phases. Results of the audits are reported back to
the agency.

Intruder Detection Audit Phases

Inspectors evaluate campuses in the phases indicated. Each phase assesses critical components of access control.

Phases 1, 2, and the Weekly Exterior Door Sweep Log are aligned with the requirements of TAC, §61.1031. Any deficiencies
during an audit result in a finding and require Corrective Action remediation.

For LEAs that have a local policy that requires classroom doors to be closed and locked, the agency also randomly checks
a subset of doors to ensure local compliance. Any deficiencies will only result in a flag as a notice to the superintendent but
does not result in Corrective Actions or further action by the district.

The Intruder Detection The unannounced portion where the inspector selects
up to three exterior doors and if unsecured, attempts
Phase an unauthorized entry to the school.

. The inspector checks in at the school’s main office,
The Exterior Door obtains a campus escort, and checks all exterior
Phase campus doors to see if they are closed, latched, and
locked.

If the LEA has an interior classroom door locking
The Classroom Door policy, the inspector conducts a random check of
Phase (if applicable) classroom doors to verify if they are closed, latched,
and locked.

Observation of the While the inspector is on-site, they review the
Weekly Exterior Door preceding six weeks of required weekly door sweep

Sweep documentation documentation of that campus.
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The following actions must be completed by the LEA within 60 calendar days following a finding at a campus.

» Submit a copy of the agenda from the school board meeting that reflects a summary of findings from the Intruder
Detection Audit was

» Immediately conduct a live training session to train campus staff and substitutes that all exterior doors must be closed
and properly locked and submit documentation of the staff training roster which includes

» Develop a plan of action on how to improve school safety procedures around any findings and submit a plan of action that
has been or will be put in place to address any doors that were unlocked, broken, or improperly secured.

» Review findings at the next scheduled Safety and Security Committee meeting. (minutes from committee meetings must
be retained for verification of meeting compliance at year end)

23-24 SY IDA Statewide Summary

Phase 1 Phase 2
Access Control Exterior Doors Door Sweep Logs

1200

Districts Served

8382

Campuses Audited

/293 s _ =

Campuses With No Findings 97% 90% 97%
Campuses with No Campuses with No Campuses with No
9 3 1 Phase 1 Findings Phase 2 Findings Door Log Findings
Monthly Audit Average 8 7 0/ : -
& O campuses with No Findings
INTRUDER DETECTION AUDITS | 2023-2024 3



Audits by Month Year to Year Comparison of Findings by Phase

The Number of Intruder Detection Audits Conducted by Month Year to Year Comparison of Findings by Phase
8382 The total number of audits
= 2022-2023 -4.06% increased from SY 2022-2023 to
1021 1013 soc Total Campuses Audited SY 2023-2024 SY by 1182 audits,
1000 042 969 043 947 w 2023-2024 -3.21% however the number of findings
831 have decreased in all phases for a
R total of 9.76% fewer findings.
9 3 1 13.80%
o . 11.00%
Monthly Audit Average 9
y g 9.54% _1 45%
400 7.22% 0
_ . 0.76%
200 2.78%
9 Fewer findings across all
Phase 1 Phase 2 Phase 3 Door Log four areas assessed
Months of Audits
Texas School Safety Center. (2023). Findings Report - Statewide Intruder Detection Audits. Texas State University.
Year to Year Comparison Campuses with Multiple Findings

Door Sweep Log 1 3‘V
22-23 School Year 0
Of Campuses Were Found to Have
¢ Created IDA standards, One or More Findings
More audits completed in 23-24 rubric, processes, a
reporting system within 2 Phase 2
months.
1000
e Goal of one campus per
district with at least 75% 0.57%
500 campuses statewide being 10.62%
COLIELE . | Of Campuses Had a
Finding in One Area
600 L
0
2.28%
23-24 School Year Of Campuses Had
] Findings in Two Areas
200 e Refined the process based Phase 1
on stakeholder feedback
686 720 955 1021 706 1013 au 942 774 969 1015 996 783 943 wom 947 ¢ Increased Goal of 100% of (o)
0 all applicable campuses L 01 0 /0
Sep Oct Nov Mar across the state. Of Campuses Had a
W 2022-2023 W 2023-2024 Finding in Three Areas
Total Audits with One or More Findings: n = 1089
Texas School Safety Center. (2023). Findings Report - Statewide Intruder Detection Audits. Texas State University.
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Phase 1: Intruder Detection Phase 1: Intruder Detection

Phase 1 Steps: Time It Took Inspectors to Gain Unauthorized Entry

° The inspector attempts to gain access to the building through three exterior doors.
e If access is gained, the inspector will make note of which door and walk directly to the office.

e The inspector records if they are stopped by anyone on the way to the office.

96.9%

of Inspectors
Unable to
Gain Entry

In 3.1% of audits, the inspector was
able to gain unauthorized access to
the building.

79.5% 4

Of unauthorized access was Minutes on Average Before
gained in five minutes or less. Access was Gained

In 96.9% of audits the

. . . 100.00% < - .
B Gained Access H Did Not Gain Access inspector did not gain In 3.1% of audits
unauthorized access. .
90.00% (n=263) inspectors were
0 able to gain unautho-
Analysis . O 80.00% Inspector was not stopped B other rized access to a school
H : . 9 building.
H Igh llght . 20.00% #00% 1.84% . Campus staff stopped inspector . Student Aft g . X
T o er gaining access, in-
Of campuses had no Phase 1 findings B Notreported Law Enforcement .
1.10% spectors were stopped
60.00% 1 00% . Safety and security personnel
50.00% 0.50%
40.00% 0.25%
) 000% 0.06% 0.05% 0.04% 0.04% 0.02%
0005 e

20.00% In 3.1% of audits the /
inspector did gain

10.00% unauthorized access.

0.00%
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Identification Process

Campus protocols or procedures observed by
the inspector.

96.8%

Of campuses utilized at least one
identification process

8

88.4%

Askedforan ID Verfied ID through a Used a sign-in sheet Issued a visitor badge
B No Findings database
[ | Findings

14.5%

Increase from 22/23 in campuses
utilizing a database ID system

2.8%

Increase from 22/23 in campuses using at
least one identification process

TEXAS EDUCATION AGENCY

Phase 2: Exterior Door Audit

Analysis 90 ) 50/0 Of campuses had no Phase 2

Highlight: exterior door findings

n =454 n=219 n=146 n=129 n=1200* n=233
1.7% 1.5%
All exterior doors All doors in working All doors closed All doors properly Alldoors clear of All documents present
locked order (not broken) secured nearby items for fordoor sweep
propping procedures
HYes HNo

Phase 2 Findings by Criteria Checked

8.6%

Increase in campuses
with all exterior doors
locked from 22-23

* If items were found near a door that could be used to prop a door
open, districts were made aware. This was not considered a finding.

il

INTRUDER DETECTION AUDITS | 2023-2024



Phase 3: Interior Door Audit

Corrective Actions

. District does not have a policy or directive

. District has a policy or directive

HYes HMNo

Alldoors locked in random sample 89.3%

Alldoors closed in random sample 91.2% 8.8%

0.0% 100.0%

,934

No policy or directive: n = 4,448

District policy or directive: n = 3,934

10 TEXAS EDUCATION AGENCY

Audit findings resulted in corrective
actions for Phases 1 and 2, and

Exterior Door SWeep LOg I No Corrective Actions B
Phase 1 Corrective Actions
Note: Any deficiencies in Phase 3 will ) )
. A I Phase2 Corrective Actions
only result in a flag as a notice to the
. . . Exterior Door Sweeps
superintendent but does not result in Corrective Actions
Corrective Actions or further action by ——
the district. 90.5%
“ Phase 3
M Finding
5% Il Policy, No Findin
Il No Policy

g
87%

2.8%

97.2%

Phase 1 Corrective Actions Phase 2 Corrective Actions Exterior Door Sweeps
Corrective Actions

B Had no actions B Action required

* 18.3% of the campuses with findings had a finding in more than one area.

53.1%

The numbers in the column chart reflect the percentage of findings for each area and
will be slightly higher than the total % of campuses requiring corrective actions.

Total audits: n = 8,832

Corrective Action Status

Local Education Agency’s have 60
days to complete any corrective
actions. 0.24%  Corrective actions outstanding
Audits performed at the end of the
school year may continue to be
outstanding until normal operations
resume. For those campuses, plans
are in place to resolve the corrective
actions when staff returns.

12.80, Corrective actions completed

87.0% No corrective actions

Corrective action status is current as Total audits: n = 8,832
Total audits with one or more corrective actions: n = 1,089
of July 30, 2024.
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Summary by School Safety Sectors Findings by Sector

The Office of School Safety and Security has grouped the Regional Educational Service Centers Seven School Safety Sectors Total Findings for the
that are closely aligned with the Department of Public Safety for the purposes of emergency response and management. Seven School Safety

Sectors

Includes Phases 1 and 2
Panhandle and the Weekly Exterior 0%
ESC9,4,16,17 Door Sweep Log. Phase 3
is presented separately.
North Sector 70%
ESC 10, 11

Il No Findings

B Findings
100%

0y
14.7% 12.5% LS 13.8% 14.6%

20.8%

80%

60%

Panhandle
Sector

East Sector
ESC5,7,8

50%

90.0%

85.3% 87.5% B26% 86.2% 85.4%

40% 79.2%

West Sector
ESC 15, 18,19

30%

West
Central Sector Sector

ESC 12,13

10%

0%

Sector Central East Gulf Coast North Panhandle South West

Gulf Coast Sector
ESC3. 4.6 n=904 n=642 n=1930 n=2202 n=615 n=1565 n=524
South Sector

ESC 1’ 2’ 20 . No Findings . Findings Total audits: n = 8382
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Findings by Sector Findings by Sector

Sectors Phase 1 100% .
Sectors Exterior 100%
s Door Sweep Log
The inspector selects up 90%
to three exterior doors for 80% ;
. Inspector reviews the 0%
attempted unauthorized preceding six weeks
70%
entry. of required weekly 70%
60% exterior door sweep o
documentation for the
50%
96.5% 97.2% 98.3% 97.5% 97.2% %
8 ° ? 94.1% ° 91.0% campus. 50% 97.2% 98.6% 95.8% 98.0% 98.9% 97.1% 96.4%
40%
40%
30%
30%
20%
20%
10%
10%
0%
Central East Gulf Coast North Panhandle South West 0%
Central East Gulf Coast North Panhandle South West
n=904 n =642 n=1930 n=2202 n=615 n=1565 n=524
n=904 n=642 n=1930 n=2202 n=615 n=1565 n=524
. No Findings . Findings Total audits: n = 8382
. No Findings . Findings Total audits: n = 8382
Sectors Phase 3 100%
Sectors Phase 2 10.8% 8:6% 7% 11.4% 1.1% 14.3%
90%
90%
| hecks | If the LEA has an interior
nspector checks in at .
P S oo classroom door locking 80% T
the school’s main office, . N 40.3% 37.2%
. oo policy or directive, -3% 20.6%
obtains a campus escort " . 70%
d check llp - ’ inspector conducts 46.9%
and checks all exterior .
: 60% random check of 60% 48.5%
campus doors to see if .
. classroom doors to verify
they are closed, latched, 50% . 50%
e 91.9% 91.4% 92.5% Ty e if they are closed, latched,
and locked. . 27 - 85.7%
40% and locked. 10%
30% 30% CERE 60.7%
54.1% 56.8% 52.2%
20% 20% 44.5%
35.8%
10% 10%
0% 0%
Central East Gulf Coast North Panhandle South West Central East Gulf Coast North Panhandle South West
n =904 n =642 n=1930 h=2202 el alECs n=524 n =904 n =642 n=1930 n=2202 n=615 n=1565 n=524
. No Findings . Findings Total audits: n = 8362 . No Classroom Door Policy . Classroom Door Policy, No Findings . Classroom Door Policy, Findings

Total audits: n = 8382
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