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Objective and Purpose:

Human Trafficking Child Abuse
Prevention Webinar Series is
brought to you as a part of a
collaborative workgroup with
Office of the Governor’s Child Sex
Trafficking Team, Region 14/Title
IV Initiative, Region 12, TEA and
other stakeholders to support
state roll out and implementation
of Human Trafficking prevention
and awareness in Texas schools.

SAVE THE DATES

Human Trafficking Prevention and Awareness
Webinar Series

All Zoom meetings will be held from 10:30-11:30 am and are open to ESCs and
LEAs, unless noted below.

Please click link to access each meeting: Z O O M

See topics and dates below: R

Friday, Nové Community Resource/Asset Mapping (ESC only)

Friday, Dec4 Human Trafficking (HT) 101

Friday, Jan 8 HT Prevention Awareness Month - Internet Safety

Friday, Jan 29 HT Prevention Awareness Month - Panel with HT survivors
Friday, Feb 5 Topic TBD

Friday, Mar5 Topic TBD

Friday, Apr 9 Topic TBD (ESC only)

Friday, June 4 Topic TBD
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OUR MISSION

Reduce Child Sexual Exploitation

Prevent Future Victimization

Hope is why we're here.




CyberTipline - 2019 Data

41.3 Million

In 2019, the Videos

Total Files:
69.2 Million

CyberTipline received
16.9 million reports. 27.8

Million
Images

CyberTipline

Crmte




NCMEC COVID Data: CyberTipline Reports

CyberTipline Reports Jan 1 - Sept 30 Ly
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NCMEC has experienced a 63% increase in CyberTipline reports between January -
September 2020 versus the same time period in 2019.




NCMEC COVID Data: Online Enticement Reports

Online Enticement Reports Jan 1 - Sept 30 ey \Vithboth children and adults spending
swieeees more time online due to social
distancing measures, NCMEC is aware

of instances where child predators are

T 30,236 using the darknet to discuss this
30000 |~ opportunity to entice children to
25000 produce sexually explicit material.
A= 15,220 i i i
. g * Some child traffickers adjusted to the
reluctance of buyers to meet in-person
10000 [~ to engage in commercial sex. Some
5000 [— traffickers are now offering options for
0 subscription-based services in which
2019 2020 buyers pay to access online images and

videos of the child.

NCMEC has experienced a 98.66% increase in online enticement reports between January - September 2020
versus the same time period in 2019.

(Pm




SAFETY & SECURITY ISSUES

* Inappropriate content
* Online privacy

* Sexting

* Online enticement

* Cyberbullying

* Gaming Safely




TALK ABOUT THE RISKS AT EVERY AGE

YOUNGER CHILDREN TWEENS & TEENS

Netiquette Cyberbullying

Looking at inappropriate

content Sexting

Posting personal/
Pop-ups/passwords inappropriate information
Not trusting everyone

you meet online Meeting offline




INAPPROPRIATE
CONTENT

* Pornography
* Excessive violence
* Hate speech

* Risky or illegal
behaviors




* Don't frighten them

* Listen attentively and stay calm
* Tell them it's not their fault

* Answer questions

* Help them report it




WHAT THEY SHOULD DO

* Turn off the screen

* Use the back button

* Tell a trusted adult

* Report it to the website or app
* Report it to Cybertipline.org




Dlel\lmll POST

* Inappropriate or
illegal behavior

» Offensive language
 Threats of violence

* Underage drinking or
drug use

 Hate speech



WHAT You CAN Do

CONNECT

LEARN

ENGAGE




ONLINE PRIVACY

What's OK2 What's Not OK?
* Pictures of family and friends

* Personal information

* Conversations with unknown people in an online game
* Creating videos on streaming services

* ‘Checking in’ or sharing current location online

* Sending/viewing/sharing explicit or provocative pictures






RISKS OF SHARING - Identity theft
PERSONAL INFORMATION . Online scams

* Hacking

e Online
enficement

» Sextortion
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WHAT You CAN Do

* Establish rules about what they
can share

* Learn about reporting options

* Help them set privacy settings

* Help them create strong passwords
* Talk about friends lists




SEXTING

Sending or posting
nude or partially
nude images.

Research suggests that:
* 15% of teens have sexted
» 27% of say they have recieved a sext



Send me
a pic

WHY ARE THEY of urself...;)
SEXTING?

* To be funny
* To impress a crush

* Peer pressure or threats

* Experimentin
with relationships,
sexual behavior, and
boundaries

“NetSmayt+?)
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CONSEQUENCES OF SEXTING

e Humiliation
* Bullying

» Blackmail

* School discipline

* Police involvement




ADDRESSING SEXTING

* Talk about the consequences

* Tell them never to forward a sexting image
* Discuss healthy relationships

* Talk about ways an image can spread
online

* Report it to Cybertipline.org




How DO
SOLICITATIONS OCCUR?

* Most occur on social networking sites | !
* Most occur among older teens |
* Most teens are solicited by peers
* Most are not bothered by it




OFFENDERS GROOM
CHILDREN BY:

* Exploiting their natural curiosity

* Gradually introducing
explicit images

* Using adult status to control
a child’s behavior

 Offering gifts like cell phones
and gift cards




SIGNS OF GROOMING

Check if your child is:
* Receiving gifts

e Calling unknown numbers

* Rejecting family and friends
 Getting upset when not online
* Minimizing the screen



SURVIVOR DIARIES




A PROGRAM OF THE
NATIONAL CENTER FOR MISSING & EXPLOITED CHILDREN

Copyright © 2006 National Center for Missing & Exploited Children. All rights reserved.
Animated Characters Copyright © 2000-2010 National Center for Missing & Exploited Children and
Boys & Girls Clubs of America. All rights reserved.

*You may not distribute, transfer, make copies, modify, create derivative works, sell,
license, lease, or rent to any third party whether for profit or without charge, any portion
of this material or permit anyone eise to do so. Further, you may not remove any copyright,
trademark, or other intellectual property notices that may appear on any part of this material.”

For complete copyright and grant information, visit
http:/lwww netsmartz org/legal



Online
Trends: Enticement

Self-Produced
Explicit Content

Live
Streaming

Sextortion




| |

WHAT You CAN Do

* Talk about relationships ¢ Discuss the
warning signs

* Discuss the potential
consequences of * Call the police

meeting offline * Report to

* Discuss why it’s important  CyberTipline.org
that the child knows who
is on his/her friends list




Offender

Wanna trade ?
Child

trade?

KI DS ARE Offender

Like nudes ???? I'll go first

CAPABLE

NO hahaha
Chat log as _—
reported to
N CMEC 'S Child
CYbe I'Ti pline: bye your gross. keep some clothes on lol

Child stopped communicating and made a report to the social

networking site, which in turn reported to the CyberTipline.




REPORT TO CYBERTIPLINE

* Anyone who sends a child photos or videos
containing obscene content

* Anyone who asks a child to send sexual images

* Anyone speaking to a child in a sexual manner
* Anyone who asks a child to meet in person
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BULLYING + TECHNOLOGY=




EXAMPLES OF CYBERBULLYING

* Sending mean texts

* Photoshopping pictures

* Creating fake profiles

* Posting fight videos

* Spreading rumors and gossip
* Posting embarrassing pictures

* Sending threatening or
harassing comments




DIFFERENCES BETWEEN
CYBERBULLYING & BULLYING

» Spreads faster
* Wider audience

* Follows children home




SUICIDE AMONG CYBERBULLYING
VICTIMS IS RARE



WHAT'S
YOUR
STORY?







Cyberbully Victim




A CYBERBULLYING * Stop using the computer
GHT  or cell phone

* Act nervous when receiving
an email, IM or text

» Seem uneasy about going
to school

* Withdraw from friends
and family




* Offer your support and problem solve together

* Consider saving the evidence
* Block cyberbullies

* Set up new accounts

* Talk to the school

* Report it to CyberTipline.org




CYBERBULLYING BEHAVIORS

* Quickly switches screens or
closes programs

* Uses the computer at all hours
* Gets unusually upset if they

cannot use the computer

e Avoids discussions about what
they are doing

* Uses multiple online accounts




HoOw TO PREVENT IT

e Discuss how online behavior is an
extension of “offline” behavior

* Discuss expectations for online behavior
* Discuss the consequences of cyberbullying
* Model good online behavior




TALK ABOUT
NOT BEING
A BYSTANDER.

* Discuss how to report

* Encourage them to stand up for the victim

* Help them report the cyberbullying to an
adult or teacher



€T \VINcl SAFELY

» 72% of teens, both male and female
(ages 13-17) play video games

* More than half of those teens said
they have made new friends online

* NCMEC analysis of CyberTipline
reports has found that gaming
platforms are more often used in the
online enticement of young boys than
any other group of children



TECHNOLOGY CAN'T CATCH
EVERYTHING SO, COMMUNICATE!



Training & o P

Professional Development
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NCMEC Connect ﬁ E\hq

On-demand trainings, resources and best practices related to missing and exploited children.

Chief Executive Officer Seminar on Missing & Exploited Children (CEOMEC)

3-day seminar for chiefs, sheriffs, 911 directors and clearinghouse managers to learn about resources and
best practice related to missing and exploited child cases.

Child Sex Trafficking Awareness & Response (CSTAR)

3 %-day training for investigators and prosecutors focused on child sex trafficking cases and the unique
dynamics associated with this population.
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Oone
A CAPTURED

o ON FILM:

Ohid Sex Tratficking (CST)
SURVIVORS OF CHILD SEX ABUSE

MATERIAL ARE STUCK IN A
UNIQUE CYCLE OF TRAUMA

B SR YA —

Publications

Child Sex Trafficking

WHAT 1S CHILD SEX FEDERAL dor thatchra
PR oo s TRAFFICKING? REQUIREMENTS m R e

Risk Factors’

Bzhes [ >
; IN AMERICA

A Guide for
Child Welfare
Professionals

‘ KNOW THE WARNING SIGNS
= Indicators of Child Sex
Trafficking Victims

sy It is the responsibility of child
serving professionals to identify
possible indicators of child sex
trafficking nstead of relying on
the child for disclosure. Due to the
sophisticated recruitment tactics,
manipulation, trauma bonds,

rests used by traffickers

COMRENT STATUS AS A BONAWAY,

6000 e o e

— MissingKids.arg




Presentations
Discussion guides
Activities

Tip sheets
Videos

etSmaytz

Games
E-Books*
Coloring Books*
Posters*

Student Project Kit

MissingKids.org/NetSmartz

Internet Safetylt=ce

Here ara five tips for keeping kids safer online,

adapted to fit the

current “safer at home” environment.




NetSmaxtz

INTO THE
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NetSmartz Intfroduces...

An age-appropriate six-part web adventure for children ages 12 and under.

Online safety topics include: Resources include:
» Keeping personal information private » Episode discussion guides
» Recognizing and reporting unsafe » Group activities
interactions and content » “Cloud Chaos!” online game and app
» Strategies to handle negative » Scribblez

interactions, including cyberbullying

A program of the

R

NATIONAL CENTER FOR
MISSING &
EXPLOITED

CHILDREN




NetSmariz

Tip Sheets:
Parents & Youth

Internet. Safetyies

Keep the
Ground Rules

@ Dorearcn g aeky before ol —achs 07 i)
«No deviews durng mass
At st mimuten of non-elucticmic activiies por doy

CONNECT

PROTECTING YOUR KIDS

- ONLINE 2.0

ABOUT




www.KidSmartz.org

Designed to help caregivers
and children:

= Understand safety risks

= Learn aboutrisk-reduction
strategies

= Feel empowered to report
uncomfortable situations




Autism & Sensory Friendly Resources
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Investigative Checklist

KiD
Smartz

I will tell my trusted adult If anything

f= 00 88 §i o

makes me feel sad, scared or confused,
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KidSmartz Rules

Sensory Friendly Events

M ensory Communication Boar
I ekl
- | s | et

Sensory Communication Board

e
et . =
police officers ii’

firefighters J.ﬁ °' =
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paramedics ér'l-‘!%,,
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Vocabulary Strips

l’ii‘.v: ﬁ& Vocabulary Communication Board

Vocabulary Communication

eia

MISSING CHILDREN ON THE
AUTISM SPECTRUM

agani
o

NCMEC Report Mlssmg Chlldren
on the Autism Spectrum




Family Emergency Playbook

TIPS - FAMILIES (@)
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Additional .
Child Safety

1

ReSO UI'C eS Disaster Preparedness

Kits

Adam Program

Code Adam Child ID Kits
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NCMEC RESOURCES FOR

SURVIVORS
THEIR FAMILIES

* Crisis Intervention
e Peer support network

* Mental health & community support
referrals

* Reunification assistance
* Long-term emotional support
* Prevention strategies

* Legal referrals

All services are FREE. Families do not
have to have an active case to be eligible.



Belinda B. Swan
Outreach Manager
bbswan@ncmec.org

missingkids.org
cybertipline.org

1-800-THE-LOST
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NetSmartz Workshop would like to extend our gratitude to the

following organizations for allowing their mention or the mention
of their product in this presentation:

Activision® Facebook® Microsoft® Twitter®
Amazon® Google® Mojang Lid® Viacom®
Apple Inc.® Jagex Ltd® Nintendo® Whisper®
Barnes & Noble® Kik® Pinterest® Yik Yak®
Disney® MetroCard® Sony®

The persons depicted in this presentation are models.
Their likenesses are for illustrative purposes only.




Thank you for joining today’s presentation!

Please take the survey linked at the QR code
below to provide feedback!
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For complete copyright and grant information, visit
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