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Managed Security Services- A New Way Of Doing
Security For TEA

So What Is EDR Managed Services?

« A security operations function where the Managed Security Services (MSS) team operates, tunes, and responds through
EDR tooling. Covering the entire lifecycle of endpoint detection.

 Crowdstrike

« SentinelOne
Why It Matters To You

+ Offloads the high-volume, time-consuming operational work
« Dedicated and Shared ensures continuous monitoring 24/7 SOC

* Improves detection accuracy with dedicated analysts who know the tooling deeply

More Than Just You

«  Managed Service reduces the staffing cost of SOC services for the entire state (it is more than just you)

« Faster incident containment for a more secure Texas

 Predictable cost per end point- the variable is the number of endpoints in your environment




MSS Service Overview
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Managed Security Services (MSS) is an
offering within DIR’s Shared
Technology Services program
providing a cost-effective solution to
state, local, municipal, and higher-
education cybersecurity needs

MSS's goal is to provide strong and
consistent management of state data
security

Integrated Platform for increasing
overall security posture

Service flexibility that supports Texas
agencies that best fits

their organization

Full scope of services




Benefits Of EDR Services: So Much More Than Just A License
Cost

Direct Benefits To You:

1. Enterprise-Grade EDR Platforms: Best-in-class detection technology with advanced behavioral analytics and automated response
workflows—deployed without capital expenditure

2. 24/7/365 Managed Operations: Fully managed threat hunting, alert triage, and incident response eliminates need for specialized security
staff and reduces operational overhead

3. Reduced Mean Time to Detect/Respond (MTTD/MTTR): Automated containment and expert SOC intervention minimize ransomware
spread, system downtime, and recovery costs

4. Regulatory Compliance Alignment: Pre-configured controls meet CISA SCuBA, NIST 800-171, FERPA, and state cybersecurity mandates—
with continuous compliance monitoring and audit-ready reporting

5. Zero Learning Curve Deployment: Turnkey managed service requires no specialized training or certifications for internal staff —Your team
deploys the EDR Agent, SAIC handles detections, tuning, and ongoing management

6. Strategic IT Resource Optimization: Offloading security operations allows limited IT personnel to focus on educational/mission-critical

initiatives rather than alert fatigue and threat analysis, managing a security console




Endpoint Detection and Response (EDR) Service

« Advanced Threat Detection & Response: Al/ML-powered continuous
monitoring identifies and contains sophisticated threats in real-time,
preventing lateral movement and minimizing breach impact

« SIEM Integration & Threat Intelligence: Painless integration with
existing security tools, enhancing visibility across distributed endpoints S
Advanced Advanced Automated Analyst 24/7/365

. . . of
and enables a coordinated incident response by our team or yours et Fndory incsen I orver I soc " I v

» Reduced Total Cost of Breach: Early threat identification and
automated remediation significantly lower incident response costs and ———— ~ & = @ P o o > >
regulatory penalties—critical for grant-funded cybersecurity M V| vV V| V| Vv VU | U | & Vv
investment ROI

* Forensic Visibility & Compliance: Detailed endpoint telemetry and DECIGIEL. AR 2R AR AR AR AR

audit trails support incident investigation requirements and help meet Regional
CISA, NIST, and state-mandated security frameworks SOC (RSOC) V| v | |V | || @

« 24/7 SOC Triage & Remediation Support: Expert threat analysis and
guided response from SAIC Security Operations Center reduces burden
on limited IT staff.

* Proactive Hunt & Hardening: Behavioral analytics identify attack
patterns and system vulnerabilities before exploitation, strengthening
overall security posture




Security Architecture - Shared EDR

« MSS EDR leverages vendor-provided tools and
experienced security professionals to monitor and
manage endpoint protection across desktops, laptops,
servers, and mobile devices.

Customer

» Continuous monitoring is performed for evidence of
threats, indicators of compromise, and malware—
providing response actions and/or alerts when an
endpoint is potentially compromised.

* The solution is delivered from a single, multi-
tenant, cloud-based instance of a supported EDR
technology recommended as 'best-fit' by MSS and/or
selected by the Customer.

- EDR licensing, configuration, and management are
included as part of the MSS-managed service,
reducing operational burden on the Customer. ]

« MSS leverages existing security services to provide Platform Architecture
greater insight on potential threats, impacts, and

remediation responses for the Customer.




Security Architecture- Dedicated EDR

* For entities retaining their existing CrowdStrike or
SentinelOne solution, MSS offers a Dedicated EDR e
Service that enhances monitoring and alerting by @
leveraging additional data and context from other MSS
Services.

« The Customer maintains full ownership of their C
current EDR solution, including licensing, vendor
support, management, monitoring, and response A
activities.

« The Customer forwards EDR events (via API/Syslog)
to MSS for ingestion into the MSS Shared Services
SIEM.

« MSS cross-correlates EDR events against state-wide
data from other MSS services, delivering alerts and - —hgent Dita— -
notifications on detected threats, indicators of
compromise, and/or malware.

Platform Architecture




Security Architecture- Dedicated RSOC

* MSS establishes a multi-tenant, dedicated EDR instance for
the sole use of the DIR Customer-designated RSOC, who
maintains EDR configuration for all of their respective customers.

+ Comprehensive licenses and detailed installation instructions
are provided to enable the managing RSOC to efficiently deploy
EDR software on intended devices or support their customers
with installation actions.

* The RSOC EDR console integrates with the MSS SCP SIEM,
enabling the MSS SOC to ingest event data and provide
monitoring, alerting, triage, analysis, and response in support of
RSOC operations.

« Automated notifications are delivered to the RSOC for
detected events, malicious activities, and potential data breaches;
if no RSOC action is observed, MSS escalates with incident
response information.

« Event data is maintained and accessible via a read-only web .
portal through the STS Portal—including activity dates, device Platform Architecture
identities, EDR engines used, detected activity descriptions, and
mitigation actions taken.




Your Endpoints Have Much To Say- More Than A
Slide Can Hold...
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“Deep Visibility” Into Your Security Events
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Things To Know To Set Expectations

New Customers

« TEA will limit the distribution to school systems with a total
enrollment of 50,000 and below

* Arange from 30 licenses up to licenses equal to 30% of
student enrollment, whichever is larger

« Start with the Portal- DIR STS Portal
- Outlines service description and service options for EDR

- This is "how" you begin the process- Creates the RITM
« Engaging with the MSS

- Once approved the MSS will reach out and schedule a
Kick-Off

Existing Customers

* We encourage you to make full use of your total approved
EDR licenses

- Unused license means someone else does not have
access to EDR

- If you need more- Use the Add-On Process and include
your justification

- School systems have 60 days to deploy to 90% of
requested agents

* Engaging with the MSS

- The MSS has folks who can assist you in getting the
most out of your EDR service:
L TXDIR MSS Outreach@saic.com

- L TXDIR MSS EDR@saic.com



https://sso.sharedservices.dir.texas.gov/siteminderagent/forms/login2.fcc?TYPE=33554432&REALMOID=06-2d3081ba-f2ad-4eeb-9cac-fa2ef584c64c&GUID=&SMAUTHREASON=0&METHOD=GET&SMAGENTNAME=-SM-ITIPW3dxLIcafUvfHbv9ZCDaY0yLD141oBla6wJirr5llsWhTLTU7tvaqVPBWzuP3Z6CWT%2fRR2xhdbArkxRAN4KSKn1oA%2f4y&TARGET=-SM-HTTPS%3a%2f%2fsso%2esharedservices%2edir%2etexas%2egov%2faffwebservices%2fstepup%2ejsp%3fSMAGENTNAME%3d-%24SM-%24mXbvQJb1cz-%2F13zK021gJBXwS-%2FNga08TSECMLug6AxSuXoex5IteQwExpVjSyCMea%26TARGET%3d-%24SM-%24HTTPS-%3A-%2F-%2Fssologin%2esharedservices%2edir%2etexas%2egov-%2Faffwebservices-%2Fredirectjsp-%2Fredirect%2ejsp-%3FSMPORTALURL-%3Dhttps-%24-%3A-%24-%2F-%24-%2Fssologin%2esharedservices%2edir%2etexas%2egov-%24-%2Faffwebservices-%24-%2Fpublic-%24-%2Fsaml2sso-%26SAMLTRANSACTIONID-%3D3b67f3e5--c5ed258e--c5579877--f41f8fbc--d23c09f5--8c%26SMAUTHREASON%3d0
mailto:L_TXDIR_MSS_Outreach@saic.com

EDR Workflow For New TEA Provided Services

IT all starts with a ticket through the portal- DIR STS Portal

SCTASK: EDR
Validate

SCTASK: EDR
Scheduls SVM

Customer staff
submits request

«R[TM 2 created

sCustomer Rep

M55 PMO schedules
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You Are Part Of The Process- Your Approvals

Note: after you submit a ticket, you must also then approve!

https://txdir.servicenowservices.com/sp?id=approvals

Home ¥ Approvals Search the Service Portal

<] ] oV 7 {
—1 Approval Central Dashboard

Click here to view outstanding and past approvals across a variety of reports.

= My Approvals

Number Group or Approver Short Description State Created On
RITM1240572 TEA EDR Approval $ EDR (Endpoint Detection and Response) - SAIC - ISD - Region 3 - Yoakum ISD EDR Requested 2026-04-29 15:32:39
RITM1240610 TEA EDR Approval $ EDR (Endpoint Detection and Response) - SAIC - CS - Jubilee Academies EDR Requested 2026-04-29 15:32:35
RITM1240612 TEA EDR Approval $ EDR (Endpoint Detection and Response} - SAIC - ISD - Region 3 - Bloomington ISD EDR Requested 2026-04-29 15:32:31
RITM1241462 TEA EDR Approval $ EDR (Endpoint Detection and Response) - SAIC - ISD - Region 20 - Uvalde CISD EDR Requested 2026-04-29 15:32:27
RITM1241611 TEA EDR Approval $ EDR (Endpoint Detection and Response) - SAIC - ISD - Region 1 - La Joya ISD EDR Requested 2026-04-29 15:32:19

RITM1241612 TEA EDR Approval $ EDR (Endpoint Detection and Response} - SAIC - ISD - Region 20 - South San Antonio EDR Requested 2026-04-29 15:32:15

Due Date

2026-04-29 15:32:39

2026-04-29 15:32:35

2026-04-29 15:32:31

2026-04-29 15:32:27

2026-04-29 15:32:19

2026-04-29 15:32:15

Q



https://txdir.servicenowservices.com/sp?id=approvals

Need More Help?- It Starts With The Portal

MSS Access Request

Submit a MSS Access Request

Please use this catalog item if you have an employee that needs to request new access to our MSS Services, These
services include:

®  SOC Services (SIEM Dashboard)

* EDR Console

* NDR Console

Vuln Scanning Console (Recurring) Management
Endpoint Management Console

* Managed Firewall

* WAF

Please answer the questions below. Questions with an asterisk are required.

* Indicates required

* Requested For Requested By

©  Lara Coffer (TEA) x

| © | Lara Coffer TEA) v

* Provide brief 40 character summary

* Are you the Primary Contact for this request?

—None--

* Need assistance to access your console
» Console login issues or credentials
« Change who has access to the console

https://txdir.servicenowservices.com/sp?id=sc cat item&sys id=6324e7d
51bfba2d0c462cbf5624bcb71&sysparm category=9955beb91bfed054a04
b74c8dc4bcbd?

MSS Other Operational Services - SAIC

Submit a MSS Other Operational Services Request

Please use this catalog item to requests to MSS Services and Support that are not tied to other catalog items. These
tasks include things such as access to Saa$ platforms (CrowdStrike, SentinelOne, etc.), Access to the MSS Azure/Sentinel
environment, or simply just to ask a question of our team. We're more than happy to assist with mostly any request
that doesn't fit into one of the standard forms.

If you have any specific asks for MSS, please view the Managed Security Services requests located here,

Please answer the questions below. All questions with an asterisk are required.

* Indicates required

* Requested For Requested By

|G Lara Coffer (TEA) ®

v

| © | Lara Coffer (TEA) v

* Provide brief 40 character summary

* Are you the Primary Contact for this request?

- None--

* Experiencing Technical Issues

* Need to tweak your EDR settings

» Update your SOC alerts or contact list

« EDR Configurations
https://txdir.servicenowservices.com/sp?id=sc cat item&sys id=b903fd20

87183290f49ca9760cbb35ae&sysparm category=9955beb91bfed054a04b
74c8dc4bcbd?




Stay Informed And Primary Points of Contact

Stay Informed and Up To Date

 TEA Cybersecurity Initiative Website:

https://tea.texas.gov/academics/learning-support-and-

programs/technology-planning/k-12-cybersecurity-

initiative

Steps for onboarding school systems to DIR Shared
Technology Services (STS) portal

Updates about the program
Frequently asked questions about the program

Handy link to sign up for the Cybersecurity
Coordinator Forum meetings

Previous K-12 Cybersecurity Initiative Webinars
posted on this page

« TEA Program Email: k12cyber@tea.texas.gov
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For More Information about Manage
Security Services
Endpoint Detection and Response Team:

L TXDIR MSS EDR@saic.com

Service requests:

https://dirtexas.gov/it-solutions-and-services

General engagement:
MSI Service Desk: +1 877-767-0656
L TXDIR MSS Outreach@saic.com
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About DIR Shared Technology Services (STS)

DIR’s Shared Technology Services program
provides government and higher education
organizations with access to managed IT as a
service, allowing customers to focus resources on
supporting their mission and business functions
rather than directly managing IT services.
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