
Approved by the State Board of Education for second reading and final adoption on April 11, 2025, to be 
effective August 1, 2025. 

 

Chapter 127. Texas Essential Knowledge and Skills for Career Development and Career 
and Technical Education 

Subchapter M. Information Technology 

§127.689. Advanced Cloud Computing (One Credit), Adopted 2025. 

(a) Implementation. 

(1) The provisions of this section shall be implemented by school districts beginning with the 2025-
2026 school year. 

(2) School districts shall implement the employability skills student expectations listed in 
§127.15(d)(2) of this chapter (relating to Career and Technical Education Employability Skills, 
Adopted 2025) as an integral part of this course. 

(b) General requirements. This course is recommended for students in Grades 10-12. Prerequisite: At least one 
credit from a course in computer science, programming, software development, or networking systems. 
Students shall be awarded one credit for successful completion of this course. 

(c) Introduction. 

(1) Career and technical education instruction provides content aligned with challenging academic 
standards and relevant technical knowledge and skills for students to further their education and 
succeed in current or emerging professions. 

(2) The Information Technology (IT) Career Cluster focuses on building linkages in IT occupations 
for entry level, technical, and professional careers related to the design, development, support, and 
management of hardware, software, multimedia, and systems integration services. This career 
cluster includes occupations ranging from software developer and programmer to cybersecurity 
specialist and network analyst. 

(3) The Advanced Cloud Computing course is an exploration of cloud computing. In this course, 
students explore cloud computing services, applications, and use cases. Students study cloud 
computing best practices and learn how cloud computing helps users develop a global 
infrastructure to support use case at scale while also developing and using innovative 
technologies. 

(4) Students are encouraged to participate in extended learning experiences such as career and 
technical student organizations and other organizations that foster leadership and career 
development in the profession such as student chapters of related professional associations. 

(5) Statements that contain the word "including" reference content that must be mastered, while those 
containing the phrase "such as" are intended as possible illustrative examples. 

(d) Knowledge and skills. 

(1) The student understands the impact of cloud computing technology and compares the major 
services offered by cloud computing providers. The student is expected to: 

(A) describe the benefits and risks of cloud computing and the reasons for switching from on-
premises computing to cloud computing; 

(B) identify and describe the major types of cloud computing; 

(C) generate sample cloud usage plans for a business case study, including a description of 
how each of the services can be used to improve the business; 

(D) explain the purpose of a region, availability zone, and edge location; and 

(E) compare the major services offered by cloud computing providers. 
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(2) The student demonstrates how to store and share content in the cloud. The student is expected to: 

(A) identify features and functions of commonly used cloud services; 

(B) locate and use common services found in cloud computing consoles; 

(C) analyze how cloud services are used in real-world industries; 

(D) explain the functions of a domain name system (DNS); 

(E) create an object storage bucket; 

(F) explain benefits and uses of a content delivery network; 

(G) configure web content distribution via edge locations and attach it to a website; 

(H) identify the benefits, features, and use cases of different types of block storage; 

(I) analyze a use case and recommend the best type of virtual storage for the particular 
situation; 

(J) create a block storage volume or physical record; 

(K) attach a block storage volume to a virtual computing instance; and 

(L) create a virtual computing instance that hosts a simple website. 

(3) The student applies cloud security best practices in relation to identity and access management 
(IAM). The student is expected to: 

(A) identify best practices for IAM; 

(B) analyze the cultural and societal impacts of cloud security; 

(C) differentiate between a role, user, and policy in cloud security; 

(D) identify and use a process to resolve vulnerabilities in a web server; 

(E) describe cloud security best practices and explain steps to fix security lapses; 

(F) identify the best cloud security service for a given scenario; 

(G) demonstrate the use of an IAM system to set up a text alert event; and 

(H) compare monitoring and logging services. 

(4) The student describes when to use various databases, the benefits of caching data, and how to 
build a virtual private cloud (VPC). The student is expected to: 

(A) compare online transactional processing and online analytical processing; 

(B) describe the benefits of caching data; 

(C) explain and demonstrate how a load balancer is attached to a webpage; 

(D) describe features and benefits of load balancing; 

(E) evaluate the performance of a load balancer; 

(F) create an application using a platform as a service (PaaS); and 

(G) demonstrate the use of a template infrastructure as code to build a VPC. 

(5) The student understands the landscape of emerging technologies in the cloud. The student is 
expected to: 

(A) define machine learning and discuss its impacts on society, business, and technology; 

(B) identify potential use cases for emerging technology in the cloud; 
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(C) assess value propositions of using cloud technology; 

(D) identify cloud services that can analyze and protect data and manage networks; 

(E) define blockchain technology and explain its benefits; 

(F) explain the infrastructure of cloud development kits or services; and 

(G) demonstrate the use of a software development framework to model and provision a 
cloud application. 

(6) The student resolves common security alerts, diagrams instance states and transitions, and 
explains how to choose the most cost-efficient instance type. The student is expected to: 

(A) describe the shared responsibility security model; 

(B) identify security responsibility for cloud resources; 

(C) analyze how the shared security model accounts for common threats to the cloud 
computing model; 

(D) identify the steps required to resolve an automated security alert; 

(E) describe the six instance states, including pending, running, stopping, stopped, shutting 
down, and terminated; 

(F) identify and diagram the transitions between instance states from launch to termination; 

(G) explain instance usage billing for each instance state; and 

(H) determine the most cost-efficient instance state for a given situation. 

(7) The student differentiates between dynamic and static websites. The student is expected to: 

(A) describe and demonstrate the process for setting up a static website; 

(B) compare static and dynamic websites; 

(C) create a content delivery network distribution to increase the speed of a website; 

(D) demonstrate the process to launch a dynamic web server; 

(E) create a serverless compute function using a serverless compute console; 

(F) describe the main functions of auto scaling; 

(G) create a launch template and an auto scaling group; and 

(H) develop a plan for monitoring an auto scaling instance or group. 

(8) The student demonstrates the benefits and risks of using big data. The student is expected to: 

(A) define big data and identify use cases for it within various industries; 

(B) identify and evaluate the benefits and risks of big data; 

(C) explain how blockchain ensures the validity and immutability of transactions, particularly 
in the cloud; and 

(D) evaluate the benefits and risks of blockchain business applications. 

§127.690. Foundations of User Experience (One Credit), Adopted 2025. 

(a) Implementation. 

(1) The provisions of this section shall be implemented by school districts beginning with the 2025-
2026 school year. 
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(2) School districts shall implement the employability skills student expectations listed in 

§127.15(d)(1) of this chapter (relating to Career and Technical Education Employability Skills, 
Adopted 2025) as an integral part of this course. 

(b) General requirements. This course is recommended for students in Grades 9-12. Students shall be awarded 
one credit for successful completion of this course. 

(c) Introduction. 

(1) Career and technical education instruction provides content aligned with challenging academic 
standards and relevant technical knowledge and skills for students to further their education and 
succeed in current or emerging professions. 

(2) The Information Technology (IT) Career Cluster focuses on building linkages in IT occupations 
for entry level, technical, and professional careers related to the design, development, support, and 
management of hardware, software, multimedia, and systems integration services. This career 
cluster includes occupations ranging from software developer and programmer to cybersecurity 
specialist and network analyst. 

(3) In Foundations of User Experience (UX), students analyze and assess current trends in a career 
field that creates meaningful, approachable, and compelling experiences for users of an array of 
products, services, and/or initiatives of companies, governments, and organizations. Students gain 
knowledge of introductory observation and research skills, basic design thinking and applied 
empathy methodologies, collaborative problem-solving and ideation, and interaction design and 
solution development. The knowledge and skills acquired from this course enable students to 
identify real-world problems through research and data-driven investigation and to design 
solutions while participating in collaborative problem solving. Students are introduced to agile 
practices and methodologies to develop skills to take solutions from conceptual sketch to digital 
designs using professional software tools. Students explore how to improve the quality of user 
interactions and perceptions of products, experiences, and any related services. 

(4) Students are encouraged to participate in extended learning experiences such as career and 
technical student organizations and other organizations that foster leadership and career 
development in the profession such as student chapters of related professional associations. 

(5) Statements that contain the word "including" reference content that must be mastered, while those 
containing the phrase "such as" are intended as possible illustrative examples. 

(d) Knowledge and skills. 

(1) The student applies professional communications strategies. The student is expected to: 

(A) revise presentations for audience, purpose, situation, and intent; 

(B) interpret and clearly communicate information, data, and observations; 

(C) apply active listening skills to obtain and clarify information; 

(D) identify multiple viewpoints of potential diverse users; and 

(E) define and exhibit public relations skills that are used by UX designers. 

(2) The student describes the field of UX and common elements in user-centered design. The student 
is expected to: 

(A) analyze the current trends and challenges of the UX field; 

(B) analyze and describe the diversity of roles and career opportunities across the UX field; 

(C) define terminology associated with UX, including user, user experience, human-centered 
design, design thinking, persona, user journey, empathy map, mind maps, roadmaps, 
wireframes, prototypes, and portfolios; 
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(D) identify and explain the differences between relevant, friendly, and useful experience 

design; 

(E) identify and explain the connection between psychology and behavior with regard to 
usability; 

(F) explain the components of the design thinking methodology for ideation, iteration, co-
creation, development, and execution; and 

(G) explain how UX design affects everyday lives. 

(3) The student discusses and applies the legal and ethical practices that UX designers follow when 
working with technology, designs, and clients. The student is expected to: 

(A) identify and explain ethical use of technology; 

(B) explain intellectual property laws, including copyright, trademarks, and patents, and 
consequences of violating each type of law; 

(C) identify violations of intellectual property laws; 

(D) explain the consequences of plagiarism; and 

(E) demonstrate ethical use of online resources, including using proper citations and avoiding 
plagiarism. 

(4) The student identifies and demonstrates introductory observation and research methods. The 
student is expected to: 

(A) describe the difference between qualitative and quantitative data; 

(B) conduct user interviews to gather insights into what users think about a site, an 
application, a product, or a process; 

(C) organize ideas and user data using software tools; 

(D) analyze and draw conclusions from qualitative user data collection; 

(E) observe and document how users perform tasks through task analysis observations; 

(F) define affinity and explain the benefits of affinity and customer journey maps; 

(G) use data summaries from user interviews to create personas; and 

(H) create a report or presentation, including user interview and observation data summaries, 
data analysis, and additional findings, for a target audience. 

(5) The student applies an understanding of psychological principles used in user-centered design. 
The student is expected to: 

(A) identify and define design principles; 

(B) describe how visceral reactions inform the creation of a positive user experience; 

(C) select colors to influence human behavior, the human mind, and reactions toward an 
intended outcome; 

(D) explain recognition and scanning patterns and their importance in user-centered design; 

(E) define Hick's Law and Weber's Law and explain their impact on UX design decisions; 

(F) describe sensory adaptation phenomenon and perceptual set; and 

(G) explain the stages of human information processing, including sensing, perceiving, 
decision-making, and acting. 

(6) The student creates effective, accessible, usable, and meaningful solutions for the end user by 
using UX design principles. The student is expected to: 
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(A) identify end-user problems and needs in real-world environments; 

(B) identify principles of accessibility such as perceivable, operable, understandable, and 
robust (POUR); 

(C) identify and discuss the differences and connections between UX Design, Visual Design, 
and User Interaction in regard to usability; 

(D) communicate potential solutions and ideas with a storytelling approach; 

(E) sketch and refine designs within wire-framing and prototypes; and 

(F) implement iterations for a design solution using structured testing protocols. 

(7) The student collaborates with others to apply UX project management methods. The student is 
expected to: 

(A) identify the relationship between UX research and design-thinking methods; and 

(B) explain three different stages and roles of UX project management methods such as agile 
methods. 

(8) The student applies UX design practices and uses technology to create digital assets. The student 
is expected to: 

(A) use design elements such as typeface, color, shape, texture, space, and form to create a 
visual narrative; 

(B) implement design principles such as unity, harmony, balance, scale, novelty, hierarchy, 
alignment, and contrast to create visual narratives; 

(C) identify and explain common elements of Hyper Text Markup Language (HTML) such 
as tags, style sheets, and hyperlinks; 

(D) apply UX design techniques in order to: 

(i) create effective user interfaces for browser-based, native, and hybrid mobile 
applications; 

(ii) demonstrate proper use of vector and raster-based design software; 

(iii) explain the difference between back-end and front-end development in UX; and 

(iv) create a web page containing links, graphics, and text using appropriate design 
principles; 

(E) demonstrate basic sketching skills; 

(F) create wireframes using design software; 

(G) explain how design fidelity, from sketch to wireframe to prototype to visuals, aligns with 
and supports agile methodology; and 

(H) produce digital assets. 

§127.691. Advanced User Experience Design (One Credit), Adopted 2025. 

(a) Implementation. 

(1) The provisions of this section shall be implemented by school districts beginning with the 2025-
2026 school year. 

(2) School districts shall implement the employability skills student expectations listed in 
§127.15(d)(2) of this chapter (relating to Career and Technical Education Employability Skills, 
Adopted 2025) as an integral part of this course. 
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(b) General requirements. This course is recommended for students in Grades 10-12. Prerequisite: Foundations 

of User Experience. Students shall be awarded one credit for successful completion of this course. 

(c) Introduction. 

(1) Career and technical education instruction provides content aligned with challenging academic 
standards and relevant technical knowledge and skills for students to further their education and 
succeed in current or emerging professions. 

(2) The Information Technology (IT) Career Cluster focuses on building linkages in IT occupations 
for entry level, technical, and professional careers related to the design, development, support, and 
management of hardware, software, digital interactions, multimedia, and systems integration 
services. This career cluster includes occupations ranging from software developer and 
programmer to cybersecurity specialist and network analyst. 

(3) The Advanced User Experience (UX) Design course allows students to apply skills in science and 
art to integrate technology as a useful, meaningful, memorable, and accessible source for all users. 
Students will use knowledge from the Foundations of User Experience course to expand the 
research, design process, testing, and communication skills essential for success in this user-
focused career field. 

(4) Students are encouraged to participate in extended learning experiences such as career and 
technical student organizations and other organizations that foster leadership and career 
development in the profession such as student chapters of related professional associations. 

(5) Statements that contain the word "including" reference content that must be mastered, while those 
containing the phrase "such as" are intended as possible illustrative examples. 

(d) Knowledge and skills. 

(1) The student understands and demonstrates legal and ethical procedures for UX designers as they 
apply to the use of information technology. The student is expected to: 

(A) identify intellectual property violations within given scenarios; and 

(B) formulate and communicate visually, orally, or in writing the ramifications and 
consequences of plagiarism and copyright infringement within a business context. 

(2) The student connects and applies UX design conceptual foundations with real-world scenarios. 
The student is expected to use proper terms and professional language for UX design context, both 
orally and in written form. 

(3) The student uses different options of project management to produce a successful UX design. The 
student is expected to: 

(A) identify different stages of the UX design process, including research, identification of 
problem, ideation, prototyping, and testing, and apply these stages to refine or create 
products; 

(B) test partial products during the UX design process and analyze results to inform the 
refinement phase; 

(C) explain the conceptual design, content strategy, and ways to get feedback from various 
users and stakeholders in the project; and 

(D) demonstrate effective time-management and planning to complete project tasks. 

(4) The student collects and interprets data through the use of UX tools and protocols. The student is 
expected to: 

(A) create templates for questionnaires, data collection, and summary reports; 

(B) analyze data and create a summary of project conclusions that include insights into 
affordances and constraints of the project design; 



Approved by the State Board of Education for second reading and final adoption on April 11, 2025, to be 
effective August 1, 2025. 

 
(C) distinguish differences in qualitative research methods such as user interviews, 

ethnography, field studies, focus groups, and usability testing; and 

(D) identify and use quantitative methods such as A/B testing, card sorting, heat maps, 
analytics, and user surveys. 

(5) The student creates and analyzes prototypes for UX design products. The student is expected to: 

(A) identify a UX problem and list potential solutions; 

(B) evaluate potential solutions and create an action plan to address a problem based on 
desired features and requirements for a UX design product; 

(C) create a presentable content strategy and develop conceptual designs and symbolic 
messages for a UX design prototype; 

(D) generate possible solutions with ideation methods such as unstructured discussion, 
storyboards, brainstorming, role playing, game storming, mind mapping, teamwork 
games, and sketching; 

(E) refine and select ideas for prototyping with a people-centered rationale for the decision; 

(F) create low-fidelity prototypes, including sketches, paper models, and click-through 
prototypes; and 

(G) create mockups and high-fidelity prototypes, including digital and physical versions. 

(6) The student structures solutions while applying UX design principles. The student is expected to: 

(A) explain how the connected layouts, blocks of content, visual designs, and navigation 
requirements enhance user experience; 

(B) explain how the distinguishing of channels and formats during website development 
impacts usability across different devices; 

(C) develop and implement design activities for co-creation, peer-review, and collaborative 
feedback; 

(D) test and evaluate navigation experiences and compare results with current competitors; 
and 

(E) incorporate best practices for references, including adding the designer's voice and 
signature. 

(7) The student describes best practices and plans for a usability test. The student is expected to: 

(A) create a usability test plan that includes cognitive, perceptual, emotional, and cultural 
information about users, data collection requirements, and user testing methods; 

(B) execute testing methodologies and collect data for analysis purposes; and 

(C) present conclusions and recommendations that apply design principles, communication, 
and creative skills. 

§127.695. Information Technology Troubleshooting (One Credit), Adopted 2025. 

(a) Implementation. 

(1) The provisions of this section shall be implemented by school districts beginning with the 2025-
2026 school year. 

(2) School districts shall implement the employability skills student expectations listed in 
§127.15(d)(2) of this chapter (relating to Career and Technical Education Employability Skills, 
Adopted 2025) as an integral part of this course. 
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(b) General requirements. This course is recommended for students in Grades 10-12. Prerequisite: at least one 

credit in a course from the Information Technology Career Cluster. Recommended prerequisites: Principles 
of Information Technology and Computer Maintenance/Lab. Students shall be awarded one credit for 
successful completion of this course. 

(c) Introduction. 

(1) Career and technical education instruction provides content aligned with challenging academic 
standards and relevant technical knowledge and skills for students to further their education and 
succeed in current or emerging professions. 

(2) The Information Technology (IT) Career Cluster focuses on building linkages in IT occupations 
for entry-level, technical, and professional careers related to the design, development, support, and 
management of hardware, software, multimedia, and systems integration services. This career 
cluster includes occupations ranging from software developer and programmer to cybersecurity 
specialist and network analyst. 

(3) The Informational Technology Troubleshooting course is about applying logic over technical 
components to identify and resolve problems. The course focuses on developing a methodical 
approach in IT troubleshooting and leveraging those skills in a workplace environment. In this 
course, students learn and use proven troubleshooting methods and apply those in a collaborative 
workplace setting. Students develop personal success skills, including time management and 
personal accountability measures, strategies for collaboration and teamwork, and effective written 
and verbal communication skills. The knowledge and skills acquired in the course enables 
students to use IT resources and data safely, ethically, and within legal guidelines. Students work 
within a service level model that helps them to interpret, clarify, and diagnose issues with 
hardware, software, and networking. 

(4) Students are encouraged to participate in extended learning experiences such as career and 
technical student organizations and other organizations that foster leadership and career 
development in the profession such as student chapters of related professional associations. 

(5) Statements that contain the word "including" reference content that must be mastered, while those 
containing the phrase "such as" are intended as possible illustrative examples. 

(d) Knowledge and skills. 

 

(1) The student develops and models customer-service skills. The student is expected to: 

(A) identify and model the characteristics of excellent customer service; 

(B) list and demonstrate the steps for opening and greeting a contact; 

(C) explain the benefits of using a client's name; 

(D) identify habits and situations to avoid when interacting with a client; 

(E) explain the importance of keeping clients informed of status changes; 

(F) list and demonstrate the steps for putting a client on hold or transferring a call; 

(G) identify and demonstrate techniques and strategies for handling difficult calls and 
situations; and 

(H) document all client communications and outcomes clearly and appropriately. 

(2) The student applies procedures for various support interaction types. The student is expected to: 

(A) describe the primary responsibilities and skills of an IT support specialist and how to 
deliver consistent, quality service; 
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(B) explain and demonstrate safety procedures for unpacking, handling, and repacking 

replacement parts; 

(C) describe when to use various support delivery methods and technologies such as in-
person, email, phone, web, and remote access; 

(D) demonstrate the use of various support delivery models, including in-person, email, 
phone, web, and remote access technologies, to troubleshoot an issue; and 

(E) describe the purpose and value of the security management process and the IT support 
specialist's role in that process. 

(3) The student implements proven troubleshooting methods and strategies within the context of a 
service level model. The student is expected to: 

(A) implement and explain a troubleshooting process for diagnosing issues with hardware, 
software, and the network; 

(B) explain the importance of clearly documenting progress throughout the troubleshooting 
process; 

(C) describe activities common to help desk service level model and incident management 
processes; 

(D) interpret and clarify different types of incidents, problems, and events submitted in the 
help desk service model or trouble ticketing system; 

(E) describe an operational level agreement (OLA) and the role of the IT support specialist in 
an OLA; 

(F) describe what is meant by escalation and the reasons an incident may be escalated; 

(G) identify and apply relevant system updates for supported devices; and 

(H) describe service and support center metrics, including a service level target and the IT 
support specialist's role in monitoring and reviewing data related to these metrics. 

(4) The student describes and applies best practices for the safe, ethical, and legal use of resources 
and information. The student is expected to: 

(A) demonstrate and describe positive digital citizenship and acceptable use policy when 
using digital resources; 

(B) describe best practices for creating passwords such as increasing password length and 
password complexity, enforcing password blacklists, resetting passwords, limiting 
password entry attempts, and using multi-factor authentication; 

(C) examine, describe, and demonstrate the use of guidelines for using media, information, 
and applications protected by copyright; 

(D) compare and explain copyright, fair use, public domain, and Creative Commons 
licensing; 

(E) identify and apply licensing guidelines for software, media, and other resources; 

(F) explain the importance and uses of encryption; 

(G) describe and demonstrate best practices for handling confidential information; 

(H) analyze cyber threats and social engineering vulnerabilities and discuss ways to prevent 
them; 

(I) describe various types of security policies and summarize the importance of physical 
security and logical security measures; 
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(J) explain the importance of reporting security compromises such as addressing prohibited 

content and activity; and 

(K) identify and demonstrate appropriate data destruction and disposal methods relevant to a 
given scenario. 

(5) The student applies foundational knowledge and skills for the installation, configuration, 
operation, and maintenance of desktops and workstations. The student is expected to: 

(A) explain the procedure used to install and configure motherboards, central processing 
units (CPUs), and add-on cards relevant to a given scenario such as a custom personal 
computer configuration to meet customer specifications; 

(B) describe how to implement security best practices to secure a workstation, including 
software-based computer protection tools such as software firewalls, antivirus software, 
and anti-spyware; 

(C) demonstrate how to identify symptoms or error codes, including no power, no POST, no 
BOOT, and no video, that indicate device issues and explain how to troubleshoot 
symptoms or error codes; 

(D) describe the process used to install, troubleshoot, and replace random-access memory 
(RAM) types and data storage; 

(E) describe how to troubleshoot, clean, repair, or replace internal components, including 
heat sink units and thermal paste, exhaust vents and fans, power supply units, power 
adapters, batteries, wireless elements, and wireless wide area network (WWAN) 
components; 

(F) explain the importance of conducting periodic maintenance, including both physical and 
electronic cleaning, disk checks, routine reboots, data dumps, and testing; and 

(G) describe and demonstrate how to prevent, detect, and remove malware using appropriate 
tools and methods. 

(6) The student applies foundational knowledge and skills about the installation, configuration, 
operation, and maintenance of operating systems (OS) and software. The student is expected to: 

(A) describe and demonstrate the use of OS features and tools relevant to given scenarios; 

(B) describe and demonstrate the use of OS utilities relevant to given scenarios; 

(C) execute OS command-line tools such as ipconfig, netstat, dir, nbtstat; 

(D) troubleshoot and document OS problems relevant to a given scenario; 

(E) demonstrate how to use features and tools of various operating systems properly; 

(F) troubleshoot and document problems in various operating systems; and 

(G) explain database concepts and the purpose of a database. 

(7) The student installs, configures, operates, maintains, and troubleshoots issues related to peripheral 
devices relevant to a given scenario. The student is expected to: 

(A) explain and demonstrate how to install, configure, maintain, and troubleshoot storage 
devices; 

(B) explain and demonstrate how to install, configure, maintain, and troubleshoot printers, 
copiers, and scanners, including small office home office (SOHO) multifunction devices 
and printers; 

(C) explain and demonstrate how to install, configure, maintain, and troubleshoot video 
projectors and video displays; and 
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(D) explain and demonstrate how to install, configure, maintain, and troubleshoot multimedia 

devices such as sound cards, speakers, microphones, and webcams. 

(8) The student monitors current issues related to the installation, configuration, operation, and 
maintenance of laptops, tablets, and other mobile devices, including internet of things (IoT) 
devices. The student is expected to: 

(A) explain and demonstrate how to install and configure laptop and netbook hardware to 
meet customer specifications; 

(B) explain and demonstrate how to install components within the display of a laptop; 

(C) explain and demonstrate how to connect and configure accessories and ports of mobile 
devices; 

(D) analyze and apply methods used to secure mobile devices; 

(E) configure mobile device network connectivity and application support; 

(F) demonstrate proper methods to perform mobile device synchronization such as 
synchronizing information to a laptop or desktop computer; and 

(G) explain and demonstrate how to troubleshoot issues relevant to mobile devices, OS, and 
applications. 

(9) The student troubleshoots issues with wired and wireless networks and cloud computing 
resources. The student is expected to: 

(A) explain and demonstrate how to install, configure, and secure a wired network; 

(B) explain and demonstrate how to install, configure, and secure a wireless network; 

(C) compare wireless security protocols and authentication methods; 

(D) analyze, describe, and troubleshoot wired and wireless network problems; 

(E) demonstrate the use of appropriate networking tools to fix network issues safely; 

(F) explain how computing devices such as laptops and cell phones connect and share data; 

(G) describe the components of cloud-computing architectures and features of cloud-
computing platforms; and 

(H) analyze, describe, and troubleshoot cloud computing resources. 

§127.696. Engineering Applications of Computer Science Principles (One Credit), Adopted 2025. 

(a) Implementation. 

(1) The provisions of this section shall be implemented by school districts beginning with the 2025-
2026 school year. 

(2) School districts shall implement the employability skills student expectations listed in 
§127.15(d)(2) of this chapter (relating to Career and Technical Education Employability Skills, 
Adopted 2025) as an integral part of this course. 

(b) General requirements. This course is recommended for students in Grades 9-12. Prerequisite: Algebra I and 
at least one credit in a course from the Information Technology Career Cluster. Students shall be awarded 
one credit for successful completion of this course. 

(c) Introduction. 

(1) Career and technical education instruction provides content aligned with challenging academic 
standards and relevant technical knowledge and skills for students to further their education and 
succeed in current or emerging professions. 
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(2) The Information Technology career cluster focuses on the design, development, support, and 

management of hardware, software, multimedia, and systems integration services. This career 
cluster includes occupations ranging from software developer and programmer to cybersecurity 
specialists and network analysts. 

(3) Engineering Applications of Computer Science Principles teaches rigorous engineering design 
practices, engineering habits of mind, and the foundational tools of computer science. Students 
apply core computer science principles to solve engineering design challenges that cannot be 
solved without such knowledge and skills. Students use a variety of computer software and 
hardware applications to complete projects. 

(4) Students are encouraged to participate in extended learning experiences such as career and 
technical student organizations and other organizations that foster leadership and career 
development in the profession such as student chapters of related professional associations. 

(5) Statements that contain the word "including" reference content that must be mastered, while those 
containing the phrase "such as" are intended as possible illustrative examples. 

(d) Knowledge and skills. 

(1) The student applies concepts of critical thinking and problem solving to engineering applications 
in computer science. The student is expected to: 

(A) identify, analyze, and discuss elements of an engineering problem to develop creative 
and innovative solutions; 

(B) identify, analyze, and discuss the elements and structure of a programming problem to 
develop creative and innovative solutions; 

(C) identify and discuss pertinent information from a customer and existing program for 
solving a problem; 

(D) compare and discuss alternatives to a solution using a variety of problem-solving and 
critical-thinking skills; and 

(E) conduct research to gather technical information necessary for decision making. 

(2) The student conducts computer science and engineering laboratory activities using safe and 
environmentally appropriate practices. The student is expected to: 

(A) identify and demonstrate safe practices during hands-on cutting and building activities 
during computer science and engineering laboratory activities; 

(B) identify and demonstrate safe use and storage of electrical components; and 

(C) identify and demonstrate appropriate use and conservation of resources, including 
disposal, reuse, or recycling of materials. 

(3) The student applies ethical considerations in designing solutions. The student is expected to: 

(A) define and evaluate constraints pertaining to a problem; 

(B) identify safety considerations in designing engineering solutions with respect to the 
system, engineer, and user; and 

(C) investigate and explain the importance and application of relevant legal and ethical 
concepts in computer science such as intellectual property, use of open-source software, 
attribution, patents, and trademarks. 

(4) The student demonstrates an understanding of the structured methods used to collect and analyze 
information about customer needs. The student is expected to: 

(A) analyze information provided by the customer to identify customer needs; 
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(B) create a process flow diagram based on customer needs to generate ideas for potential 

user actions, product functions, and design opportunities; 

(C) develop a flowchart for a program using the results of a process flow diagram; 

(D) create a target specifications table; 

(E) identify and describe similar existing solutions; and 

(F) construct a functional model based on customer needs to generate ideas for potential user 
actions, product functions, and design opportunities. 

(5) The student develops a user interface and supplemental instructions. The student is expected to: 

(A) identify essential tasks to be completed by the user; 

(B) identify points of potential confusion or unexpected input by the user; 

(C) design a software or user interface that clearly communicates to the user how to complete 
desired tasks; 

(D) develop supplemental user instructions to inform the user of items that cannot be 
incorporated into an interface such as how to start the program or frequently asked 
questions; 

(E) test a program and the program instructions with an individual who is not familiar with 
the project; 

(F) evaluate and discuss feedback and results from new user testing; 

(G) improve and refine a program and the program instructions based on feedback and results 
of testing; and 

(H) re-test a program and the program instructions as necessary after modifications have been 
made in response to testing and identify any next steps. 

(6) The student systematically reverse engineers a product, examines ways to improve the product, 
and identifies the type of redesign required to make that improvement. The student is expected to: 

(A) write or perform tests, including break testing, for an existing program to determine 
functionality; 

(B) describe unexpected findings from deconstructing existing code; 

(C) examine and discuss relevant software libraries to determine their uses and functionality; 

(D) construct a flowchart for an existing program; 

(E) compare a program's current functionality to the customer's needs; 

(F) identify and add missing customer specifications or needs to a program's flowchart; 

(G) develop and explain new code that includes customer specifications or improves a 
product; and 

(H) compare and discuss the predicted versus actual functionality of a product to generate 
ideas for redesign. 

(7) The student applies concept generation and selection skills. The student is expected to: 

(A) create and explain a black box and functional model of a system; 

(B) implement brainstorming, mind mapping, concept sketching, and gallery walk activities 
to produce new ideas; and 

(C) apply concept selection techniques such as a Pugh chart or a weighted decision matrix to 
design decisions. 
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(8) The student develops and applies engineering design process skills. The student is expected to: 

(A) select and use appropriate tools and techniques to support design activities; 

(B) report information about software design solutions in an engineering notebook; 

(C) develop, test, and refine programming concepts throughout the development process; 

(D) interpret and use an electrical diagram to build a circuit; 

(E) create a circuit using a microcontroller, a breadboard, and multiple components; 

(F) explain and apply the design process from different starting points by beginning with a 
baseline design; 

(G) use a model or simulation which represents phenomena and mimics real-world events to 
develop and test hardware; 

(H) critique and explain the usefulness and limitations of certain models; 

(I) develop a prototype solution; test the prototype solution against requirements, 
constraints, and specifications; and refine the prototype solution; and 

(J) report and describe a product's final design after the prototyping phase. 

(9) The student applies mathematics and algorithms in programs. The student is expected to: 

(A) apply mathematical concepts from algebra, geometry, trigonometry, or calculus to 
calculate the angle of a joint; 

(B) apply mathematical calculations cyclically in a program using algorithms; and 

(C) evaluate and verify algorithms for appropriateness and efficiency. 

(10) The student develops computer programs to support design solutions. The student is expected to: 

(A) design and explain software interfaces that communicate with hardware; 

(B) identify and apply relevant concepts from computer science, science, and mathematics 
such as functions, electricity, and mechanics; and 

(C) employ abstraction in a program by representing numerical sensor readouts in more 
intuitive variables and functions. 

(11) The student develops and applies computer science skills. The student is expected to: 

(A) integrate small discrete programs into a larger complete program solution using systems-
thinking skills; 

(B) use intuitive variable names correctly and add comments to code to improve readability; 

(C) employ abstraction in a program by representing images as data arrays and representing 
numerical tone frequencies as variables; 

(D) convert image information into the correct data type necessary for given library 
functions; 

(E) develop an algorithm that includes logic such as "while" and "if" to accept user trackbar 
input and display image changes in real time; 

(F) develop flowcharts, pseudocode, and commented code to document and explain software 
design solutions; 

(G) design software interfaces that communicate with users and hardware; 

(H) employ abstraction to program an interface, treating imported code as a "black box"; 

(I) employ abstraction by representing a joint as four points in a plane; and 
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(J) select and apply correct programming vocabulary and programming skills during 

program development. 

(12) The student develops and uses computer programs to process data and information to gain insight 
and discover connections to support design solutions. The student is expected to: 

(A) explain how to organize complex image and video data for processing; 

(B) analyze complex data to make decisions and instruct users; and 

(C) develop programs that use incoming data and algorithms to create output data, 
information, and commands. 

§127.697. Geographic Information Systems (One Credit), Adopted 2025. 

(a) Implementation. 

(1) The provisions of this section shall be implemented by school districts beginning with the 2025-
2026 school year. 

(2) School districts shall implement the employability skills student expectations listed in 
§127.15(d)(1) of this chapter (relating to Career and Technical Education Employability Skills, 
Adopted 2025) as an integral part of this course. 

(b) General requirements. This course is recommended for students in Grades 10-12. Recommended 
prerequisites: Principles of Art, Audio/Video Technology, Principles of Information Technology, Physics 
for Engineers, or Principles of Applied Engineering. Students shall be awarded one credit for successful 
completion of this course. 

(c) Introduction. 

(1) Career and technical education instruction provides content aligned with challenging academic 
standards and relevant technical knowledge and skills for students to further their education and 
succeed in current or emerging professions. 

(2) The Information Technology career cluster focuses on the design, development, support, and 
management of hardware, software, multimedia, and systems integration services. This career 
cluster includes occupations ranging from software developer and programmer to cybersecurity 
specialist and network analyst. 

(3) The Geographic Information Systems (GIS) course employs an analytic process using industry 
standard software to find trends and patterns in collected data. Whether collecting data first-hand 
or from reputable websites, GIS aims to use scientific methods to find solutions to various 
problems and issues. 

(4) Students are encouraged to participate in extended learning experiences such as career and 
technical student organizations and other organizations that foster leadership and career 
development in the profession such as student chapters of related professional associations. 

(5) Statements that contain the word "including" reference content that must be mastered, while those 
containing the phrase "such as" are intended as possible illustrative examples. 

(d) Knowledge and skills. 

 

(1) The student demonstrates knowledge and appropriate use of computer hardware components and 
software programs and examines how hardware and software are interrelated. The student is 
expected to: 

(A) use operating systems, software applications, and communication and networking 
components appropriately; 
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(B) compare and appropriately use various input, processing, output, and primary/secondary 

storage devices; 

(C) evaluate and select software based on quality, appropriateness, effectiveness, and 
efficiency; and 

(D) solve digital file format and cross platform connectivity compatibility issues. 

(2) The student uses data input skills. The student is expected to: 

(A) incorporate into a product and use a variety of input devices such as keyboard, scanner, 
or mouse appropriately; and 

(B) use digital keyboarding standards for the input of data. 

(3) The student demonstrates knowledge and understanding of what GIS is and the use of GIS 
technology in different career fields. The student is expected to: 

(A) identify historical and contemporary developments in GIS; 

(B) describe the basic components of GIS; and 

(C) identify appropriate application of GIS technologies in different career fields. 

(4) The student demonstrates knowledge and appropriate use of database software. The student is 
expected to: 

(A) design and construct a relational database from a geographic data model using a database 
software; 

(B) use joins, hyperlinks, and relational linking appropriately within a database; 

(C) convert data into a data depiction using classifications; and 

(D) transfer data from different sources into a database for storage and retrieval. 

(5) The student demonstrates knowledge and appropriate use of spatial databases and sources. The 
student is expected to: 

(A) identify and use appropriately various spatial databases and sources such as digital terrain 
models, digital orthophoto quadrangles, geographic databases, land use and land cover 
data, digital imagery, hydrographic spatial data, and demographic data; and 

(B) describe and demonstrate appropriate use of spatial analysis. 

(6) The student demonstrates knowledge and appropriate use of GIS software. The student is expected 
to: 

(A) determine the appropriate software tool from GIS to use for a given task or project; 

(B) create queries and spatial queries for finding features, borders, centroids, and networks 
and determining distance, length, and surface measurements and shapes; 

(C) describe characteristics of maps and spatial data; and 

(D) identify and use geographical scales, coordinates, and specific map projections. 

(7) The student demonstrates knowledge and appropriate use of GIS data collection devices. The 
student is expected to: 

(A) plan and conduct supervised GIS and Global Positioning System (GPS) experiences; 

(B) initialize and prepare a GPS receiver for data collection; 

(C) collect geographical coordinates from a GPS receiver; and 

(D) transfer data from a GPS device to a personal computer. 
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(8) The student acquires electronic information in a variety of formats. The student is expected to: 

(A) collect electronic information in various formats, including text, audio, video, and 
graphics; and 

(B) gather authentic data from a variety of electronic sources to use for individual and group 
GIS projects. 

(9) The student uses appropriate computer-based productivity tools to create and modify solutions to 
problems. The student is expected to: 

(A) explain project management guidelines for designing and developing GIS projects; and 

(B) design solutions for a project using visual organizers such as flowcharts or schematic 
drawings. 

(10) The student produces a product using a variety of media. The student is expected to: 

(A) publish information in a variety of formats, including hard copies and digital formats; 
and 

(B) prepare a presentation of GIS information using graphs, charts, maps, and presentation 
software. 

(11) The student examines GIS maps, reports, and graphs. The student is expected to: 

(A) explain industry-standard legends used in GIS; 

(B) describe symbols, scaling, and other map elements used in GIS; 

(C) generate GIS reports and graphs; and 

(D) create maps using a variety of map display types such as choropleth, heat maps, dot 
density maps, topographic maps, or graduated symbols maps. 

§127.698. Raster-Based Geographic Information Systems (One Credit), Adopted 2025. 

(a) Implementation. 

(1) The provisions of this section shall be implemented by school districts beginning with the 2025-
2026 school year. 

(2) School districts shall implement the employability skills student expectations listed in 
§127.15(d)(1) of this chapter (relating to Career and Technical Education Employability Skills, 
Adopted 2025) as an integral part of this course. 

(b) General requirements. This course is recommended for students in Grades 10-12. Recommended 
prerequisite: Geographic Information Systems. Students shall be awarded one credit for successful 
completion of this course. 

(c) Introduction. 

(1) Career and technical education instruction provides content aligned with challenging academic 
standards and relevant technical knowledge and skills for students to further their education and 
succeed in current or emerging professions. 

(2) The Information Technology career cluster focuses on the design, development, support, and 
management of hardware, software, multimedia, and systems integration services. This career 
cluster includes occupations ranging from software developer and programmer to cybersecurity 
specialist and network analyst. 

(3) In Raster-Based Geographic Information Systems (GIS), students study local problems; acquire 
information, including images or aerial photographs; process the acquired data; and merge the 
acquired data with vector data. Students plan, conduct, and present solutions for locally based 
problems. 
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(4) Students are encouraged to participate in extended learning experiences such as career and 

technical student organizations and other organizations that foster leadership and career 
development in the profession such as student chapters of related professional associations. 

(5) Statements that contain the word "including" reference content that must be mastered, while those 
containing the phrase "such as" are intended as possible illustrative examples. 

(d) Knowledge and skills. 

 

(1) The student demonstrates knowledge of the GIS field and related careers. The student is expected 
to: 

(A) identify employment and career opportunities in GIS-related fields; 

(B) identify and explore career preparation learning experiences, including job shadowing, 
mentoring, apprenticeship training, and preparation programs; 

(C) identify industry certifications for GIS-related careers, including careers related to raster-
based GIS; and 

(D) discuss and analyze ethical issues related to GIS and technology and incorporate proper 
ethics in submitted projects. 

(2) The student explores various roles in team projects. The student is expected to: 

(A) explain the importance of teamwork in the field of GIS; 

(B) describe principles of effective teamwork, including collaboration and conflict 
resolution; and 

(C) explain common characteristics of strong team leaders and team members. 

(3) The student investigates the history and use of aerial photography. The student is expected to: 

(A) explain fundamental principles of cameras and lenses as they pertain to GIS and aerial 
photography; 

(B) research and explain the history of aerial photography, including aerial platforms; 

(C) explain various uses of aerial photography; 

(D) compare vertical and oblique aerial photography; and 

(E) identify cities, bridges, shorelines, roads and other important features in aerial photos. 

(4) The student develops an understanding of electromagnetic and thermal radiation. The student is 
expected to: 

(A) explain how forms of radiation propagate through space and interact with matter; 

(B) research and describe the behavior of waves, including refraction, scattering, absorption, 
and reflection, in relation to radiation; 

(C) describe the properties and laws of thermal radiation; 

(D) compare the particle and wave models of electromagnetic energy; 

(E) differentiate maps based on electromagnetic versus thermal radiation imagery; and 

(F) evaluate whether electromagnetic or thermal radiation imagery is appropriate based on 
the conditions. 

(5) The student explores active and passive microwave remote sensing. The student is expected to: 

(A) compare active and passive microwave remote sensing; 
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(B) explain geographic characteristics, including surface roughness, moisture content, 

vegetation, backscatter and biomass, and urban structures, detected by remote sensing 
images; and 

(C) provide a detailed analysis of radar images. 

(6) The student learns the functions and applications of the tools, equipment, and materials used in 
GIS and raster-based analysis. The student is expected to: 

(A) describe how to use raster-based software; 

(B) download spatial data and raster images and re-project the data and images to match the 
Digital Orthophoto Quadrangle (DOQ) or Digital Orthophoto Quarter Quadrangle 
(DOQQ); 

(C) identify remote sensing equipment and describe the difference between the Global 
Positioning System (GPS) and the Global Navigation Satellite System (GLONASS); 

(D) describe GPS measurements and perform measurements with handheld GPS devices 
using GPS or GLONASS systems; and 

(E) compare the advantages, disadvantages, and limitations of remote or unmanned sensing. 

(7) The student uses scientific practices in imagery analysis. The student is expected to: 

(A) plan and implement investigative procedures, including asking questions, formulating 
testable hypotheses, and selecting, handling, and maintaining appropriate equipment and 
technology; 

(B) collect GIS data; 

(C) organize, analyze, evaluate, make inferences, and predict trends from GIS data; and 

(D) communicate valid conclusions using appropriate GIS vocabulary, supportive maps, 
summaries, oral reports, and technology-based reports. 

(8) The student uses project-management skills to research and analyze locally based problems. The 
student is expected to: 

(A) identify and collect data necessary to evaluate a local problem, including defining the 
problem and identifying locations of the concern; 

(B) develop a plan and project schedule for completion of a project developed to address a 
local concern using raster-based GIS technology; 

(C) create a GIS map to illustrate a problem using remote sensing images gathered from sites 
such as the National Aeronautics and Space Administration, National Oceanic and 
Atmospheric Administrations, and United States Geological Survey; 

(D) evaluate GIS map features to identify solutions to a problem; 

(E) develop solutions to minimize, reverse, or solve problem using raster-based GIS 
technology; and 

(F) organize and present findings related to a local problem in a final report or portfolio with 
data and solutions generated using raster-based GIS technology. 

§127.699. Spatial Technology and Remote Sensing (One Credit), Adopted 2025. 

(a) Implementation. 

(1) The provisions of this section shall be implemented by school districts beginning with the 2025-
2026 school year. 
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(2) School districts shall implement the employability skills student expectations listed in 

§127.15(d)(2) of this chapter (relating to Career and Technical Education Employability Skills, 
Adopted 2025) as an integral part of this course. 

(b) General requirements. This course is recommended for students in Grades 10-12. Prerequisite: at least one 
credit in a course from the Information Technology Career Cluster. Recommended prerequisites: 
Geographic Information Systems and Raster-Based Geographic Information Systems. Students shall be 
awarded one credit for successful completion of this course. 

(c) Introduction. 

(1) Career and technical education instruction provides content aligned with challenging academic 
standards and relevant technical knowledge and skills for students to further their education and 
succeed in current or emerging professions. 

(2) The Information Technology career cluster focuses on the design, development, support, and 
management of hardware, software, multimedia, and systems integration services. This career 
cluster includes occupations ranging from software developer and programmer to cybersecurity 
specialist and network analyst. 

(3) In Spatial Technology and Remote Sensing, students receive instruction in industry standard 
geospatial extension software and geospatial tools, including global positioning systems (GPS), 
and training in project management and problem solving related to geographic information 
systems (GIS). 

(4) Students are encouraged to participate in extended learning experiences such as career and 
technical student organizations and other organizations that foster leadership and career 
development in the profession such as student chapters of related professional associations. 

(5) Statements that contain the word "including" reference content that must be mastered, while those 
containing the phrase "such as" are intended as possible illustrative examples. 

(d) Knowledge and skills. 

(1) The student demonstrates knowledge of the GIS field and GIS-related careers. The student is 
expected to: 

(A) identify employment and career opportunities in spatial technology and remote sensing 
related GIS fields; 

(B) describe and explore career preparation learning experiences, including job shadowing, 
mentoring, apprenticeship training, and preparation programs; 

(C) identify industry certifications for GIS-related careers, including careers that use or 
benefit from spatial technology; and 

(D) analyze and discuss ethical issues related to the field of spatial technology and remote 
sensing technology and spatial technology and remote sensing technology projects. 

(2) The student applies basic GIS software knowledge and skills to explore the use of various 
geographic projections in GIS software. The student is expected to: 

(A) identify and use Mercator map projection; 

(B) identify and use Albers conic map projection; and 

(C) research and explain the evolution of and need for different map projections. 

(3) The student explores the application of GPS technology. The student is expected to: 

(A) define and use data terminology related to GPS; 

(B) identify and use appropriately GPS receiver components; 
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(C) describe various applications of GPS coordinates such as locating fire hydrants, 

extinguishers, lighting, and parking lots; and 

(D) compare the accuracy of GPS coordinates from different receivers such as smartphones, 
tablets, and GPS handheld devices. 

(4) The student demonstrates knowledge and understanding of the types and components of 
unmanned remote sensing platforms. The student is expected to: 

(A) identify major components of aerial, terrestrial, and submersible remote sensing 
platforms; 

(B) determine the most appropriate remote sensing platform to use based on various 
conditions; 

(C) differentiate the types of sensing systems used by each type of platform, including active, 
passive, spectrometer, radar, LiDAR, scatter meter, and laser altimeter platforms; and 

(D) compare situations in which different unmanned remote sensing platforms and sensing 
systems might be used. 

(5) The student demonstrates skills related to GIS data analysis. The student is expected to: 

(A) evaluate findings and potential problems using GIS data; 

(B) create models that represent collected GIS data; 

(C) create, query, map, and analyze cell-based raster data; and 

(D) analyze density, distance, and proximity of various data points using spatial analyst tools. 

(6) The student analyzes geospatial socioeconomic data to create three-dimensional maps to 
demonstrate findings. The student is expected to: 

(A) identify key sources of and gather and organize geospatial socioeconomic data; 

(B) plan, organize, and create thematic maps; 

(C) convert two-dimensional themes to a three-dimensional map to demonstrate features, 
distributions, and themes; and 

(D) interpret, draw conclusions about, and justify findings related to geospatial 
socioeconomic data. 

(7) The student uses spatial technology to develop and analyze a location map. The student is 
expected to: 

(A) identify and collect data using GPS and unmanned systems and identify the boundaries 
and topography of a location; 

(B) analyze how the location of a community impacts resources and hardships such as jobs or 
traffic in the community; 

(C) create a map of a location that includes buildings and facilities, adjacent streets, and 
transportation sites using GIS software; and 

(D) develop a map that includes categories for a facility's features such as restrooms, spaces 
allocated for core activities, emergency equipment, and excavation routes. 

(8) The student documents spatial technology knowledge and skills. The student is expected to: 

(A) create a spatial technology and remote sensing portfolio that includes attainment of 
technical skill competencies and samples of work such as location maps and spatial 
technology and remote sensing-based reports; and 

(B) present a portfolio to peers or interested stakeholders. 
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