




















as are imposed on Performing Party. Whenever communications with Contractor neces ™ ate the release of
TEA Confidential information, additional TEA Confidential fc vill need to be signed by  ch individual who
will require access to or may be exposed to that information. Performing Party shall access TEA’s systems or
TEA Confidential Information only for the purposes for which it is authorized. TEA reserves the right to review
the Performing Party’s security policy to ensure that any data that is on the Performing Party’s servers is
secure. Performing Party shall cooperate fully by making resources, personnel, and systems access available
to TEA and TEA's authorized representative(s).

Performing Party shall ensure that any TEA Confidential Information in the custody of Performing Party is
properly sanitized or destroyed when the information is no longer required o be retainedt TEA or Performing
Party in accordance with this Contract. Electronic media used for storing any TEA Cor  zntial Information
must be sanitized by clearing, purging or destroying in accordance with such standards -~3tablished by the
National institute of Standards and Technology and the Center for Internet Security. Thes ani  Is are also
required if the Performing Party is collecting, maintaining, or analyzing data gathered, cu..ctea, or provided
under this Contract. Performing Party must maintain a record documenting the removail and completion of ali
sanitization procedures with the following information:

1. Date and time of sanitization/destruction

2. Description of the item(s) and serial number(s) if applicable

3. Inventory number(s)

4. Procedures and tools used for sanitization/destruction

No later than 60 days from contract expiration or termination or as otherwise specified in this Contract,
Performing Party must complete the sanitization and destruction of the data and provide to TEA all sanitization
documentation.

Act " 'nternal TEA Network and Systems
As a conaition of gaining remote access to any internal TEA network and systems, Performing Party must
comply with TEA's policies and procedures. TEA's remote access request procedures will require Performing
Party to submit TEA Applicable Access Request forms for TEA’s review and approval. Remote access
technologies provided by Performing Party must be approved by TEA’s Information Security Officer. TEA, in
its sole discretion, may deny network or system access to any individual that does not complete the required
forms. Performing Party must secure its own connected systems in a manner coneistent with TEA's
requirements. TEA reserves the right to audit the security measures in effect on Performin  'arty’s connected
systems without prior warning. TEA also reserves the right to immediately terminate nework and system
connections not meeting such requirements.
Disclosure of Security Breach
Performing Party shall provide notice to TEA’s Project Manager and TEA’s Information Security Officer as
soon as possible following Performing Party’s discovery or reasonable belief that there has been unauthorized
use, exposure, access, disclosure, compromise, modification, or loss of sensitive or TEA Confidential
Information (“Security Incident”). Within 24 hours of the discovery or reasonable belief of  3ecurity Incident,
Performing Party shall provide a written report to TEA’'s Information Security Omcer detailing the
circumstances of the incident which includes at a minimum:
Description of the nature of the Security Incident
The type of TEA information involved
Who may have obtained the information
What steps Performing Party has taken or will take to investigate the Security Incident
What steps Performing Party has taken or will take to mitigate any negative effect of the Security
Incident

6. A point of contact for additional information
Each day thereafter until the investigation is complete, Performing Party shall provide TEA's information
Security Officer with a written report regarding the status of the investigation and the following additional
information as it becomes available:

1. Who is known or suspected to have gained unauthorized access to TEA information

2. Whether there is any knowledge if TEA information has been abused or compromised

3. What additional steps Performing Party has taken or will take to investigate the Security Incident

4. What steps Performing Party has taken or will take to mitigate any negative effect of the Security

Incident
5. What corrective action Performing Party has taken or will take to prevent future similar unauthorized
use or disclosure

Performing Party shall confer with TEA’s Chief Information Security Officer regarding the proper course of the
investigation and risk mitigation. TEA reserves the right to conduct an independent investigation of any
Security Incident, and should TEA choose to do so, Performing Party shall cooperate fully by making
resources, personnel, and systems ac ; available to TEA and TEA's authorized represi  ative(s). Subject
to review and approval of TEA’s Information Security Officer, Performing Party, at its own wust, shall provide
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