Encrypted Email Awareness Training Information Security

EA Encrypted E-mall

» These slides will guide you through the use of the
Texas Education Agency’s encrypted e-mail
service.
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You've recelved a “TEA Secured E-mail”
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Click on the link in the message to retrieve e-mail
(or copy and paste the link into your browser)
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Establish a password:

» If this is the first time you’ve received such a message from TEA, you will
need to establish a password on our server. The screen will look like the
picture on the following slide:
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EEE Universal

Web Massanger

| You have received an encrypted email from Texas Education Agency

Since this is the first time you have received such a message you need to establish a passphrase in order to secure
future message delivery.

Here are some recommendations for protecting your passphrase:

# llse atleast 8 characters far your passphrase.

+ Llse nan-alphabetic characters such as numbers or punctuation marks.
» |lse an easyto remember passphrase that you dont need to write down.
« [Dontuse obvious passphrases that can be easily guessed.

« [Dontmake your passphrase a single ward.

« Dontuse famous quotations.

Passphrase: )
> Create a password and enter it
Confirm: twice

| Continue
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(= PGP Universal: Web Messenger - Create Your, Passphrase - Windows Internet Explorer |:||E”§|

@@' - |E https:f{kevs.tea. state b, us/b/l. e?email=pgpemailtest@gmail. com v| Q ||2| |£| |Live Search ||;J v|
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Since this is the firsttime you have received such a message you need to establish a passphrase in order to secure
future message delivery.

Here are some recommendations for protecting your passphrase:

Use atleast & characters for your passphrase.
Use non-alphabetic characters such as numbers or punctuation marks.
Use an easyto remember passphrase that you don't need to write down.

Dontuse obvious passphrases that can be easily guessed. Once yOU enter your
Don't make your passphrase a single word. password’ click

Dontuse famous quotations. “CONTlNUE"

Passphrase: |-llnnnnnnnn

Confirm: |-nnnnnnnnnn
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/= PGP Universal: Web Messenger, - Delivery Options - Windows Internet Explorer

Information Security
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Please select how you would like to receive messaages from Texas Education Agency.
These options only apply to future messages sentto you.

(=) PGP Web Messenger

| want to use the passphrase | just entered to exchange messages with Texas Education Agency
=securely on this Web site.

D Save a copy of all outgoing messages in my "Sent” messages folder.

PGP Desktop or SIMIME

| already have a key or certificate that | want to uze to secure meszages | exchange with Texas
Education Agency.

Regular Email

| want to receive a8 many messages a= possible via normal email. Some messages may =til be
delivered via other means because of higher security needs.

ey
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This message offers you different ways to receive
future messages. Unless you already have a PGP
product and know how to use it, we recommend leaving
the “PGP Web Messenger” option selected. This
means you will log into the TEA server to receive your
messages.

IDone
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/= PGP Universal: Web Messenger - Inbox - Windows Internet Explorer |:||E||z|
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Inbox Sent Compose Settings Logout
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Last, Firstname
Last, Firstname

You will use this mailbox ONLY to communicate with TEA. You will be
able to save your messages to your local computer, but not forward
them to anyone else.

NOTE: These e-mails will be automatically deleted after 30 days.
Please move any information you wish to retain to your local
machine.
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/= PGP Universal: Web Messenger, - Message Display - Windows Internet Explorer

Information Security
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From: "Last, Firstname" <Last, Firstname@tea state. tx.us>
Date: 01/22/08 8:45 AM

To: =pgpemailtest@amail.com=
Subject: Test Email

Test Body

NOTE: You can reply to
the messages but not
forward them.

S Printable View
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Universal: Web Messenger - Message Reply - Windows Internet Explorer

Information Security
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From: pgpemailtest@amail.com

@ - B @ = @Pagev-@Toolsv j
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Logout

To: |"La51, Firstname" <Last, Firstname@tea.state.tx.us>

Ce:

Subject: Re: Test Email

Dﬁveacupyofhisnﬂss&gehw'&wﬂ'mess&gesfﬂﬁer
Attachments:

On Tuesday January 22, 2008 at .45 AN, "Behunkus, Sven” =Bohunkus, Sven Ptea state buus= wrote:

=Test Body

=

You may upload attachments just as with
regular email (the size limit is 24 MB).

L=

Please choose a file to add: |[(Browse._]

To add a file to your attachment list, click on the browse button to locate the file on your hard drive,
then click the upload button below.

e Internet
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/= PGP Universal: Web Messenger - Message Display - Windows Internet Explorer |:||I:I || X|
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Reply Reply to All Delete
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From: “"Last, Firstname" <Last, Firstname@tea.state.tx.us>
Date: 01/22/08 8:53 AM
To: =<pgpemailtest@amail.corm=

Subject: Follow up
L) Printable View

The attachment | spoke of

'ﬁ ent-whitepaper_internet_security_threat_report_xii_09_2007.en-us.pdf

If your TEA correspondent sends you an attachment, this is how it will appear in your
message.
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/= PGP Universal: Web Messenger - Login - Windows Internet Explorer,
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ﬁ & gPGP Universal: \Web Messenger - Login l l

P& P Universal
Welcome to the Texas Education Agency's Secured
Email Portal

In order to gain access to your message you must first
enter the passphrase associated with this account.

I~ T EXAS EDUCATION AGENCY
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For all future emails, you will be brought to this screen when you
click on the e-mail link.
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B Re: Texas Education Agency Secured Message - Message (HTML) |'._ 'E|rz|
I File Edt Wew Insett Format  Tools  Acktions  Help  Adobe PDF
E.:_:ﬁﬂeply | L—,&Reply to &ll | .:_-E‘;Fnrﬂard W= PEENREN N, 4 ||§ | _3 X | & -~ % ~ A* | (@) ! (3¢ This is Spam M This is not Spam | Brightmail = !

From: PGP Gateway Email [pgpemailtest@agrnail,com] Sent:  Tue 1/22/2008 &:55 AM
To: Last, Firstname
e

Subject:  Re: Texas Education Agency Secured Message

What is this? How do I use it?

On Jan 22, 2008 £:46 AM, "Last, Firstname" <Last, Firstname@tea.state tx.us> wrote:
You have received a Texas Education Agency encrypted email trom:

“Last, Firstname" <Last, Firstname@tea.state tx. us>

To read this message securely, please click this link:

https://kevs.tea state tx us’'b'b_er=pgpemailtest®ed Domail com&n=0QsWIbZhnb3QsZqz"e2FDzUMnQ%3D%3D

If you have any questions, you may reply to the sender directly for clarification.
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/= PGP Universal: Web Messenger - Login - Windows Internet Explorer |:||§||g|
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Tk & g PGP Universal: Web Messenger - Login I l

P& P Universal

VWelcome to the Texas Education Agency's Secured
Email Portal

In order to gain access to your message you must first
enter the passphrase associated with this account.

EDUCATION AGENCY

If you forget your
password, click on
this link to have it
sent to you.
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= PGP Universal: Web Messenger - Reset Passphrase - Windows Internet Explorer,
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ﬁ & gPGP Universal: Web Messenger - Reset Passphrase

Please enter your email address to receive a link where you
can safely reset your passphrase. Your current passphrase
will remain active until you enter a new one.

L T EXAS EDUCATION AGENCY
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Enter the e-mail address that you set
up the account with (the email
address where you received the link
email), and the password will be sent
to you.
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